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DVCS Systems

Distributed Version Control System
• Github
• Gitlab

• Bitbucket
• Codeberg
• Gitea
• Forjego

• Huggingface 



Access Methods

• Username and Password 
• Deprecated or discouraged

• API Keys
• Control Plane Access 

• SSH Keys
• Data Plane Access

Ref : https://cyfinoid.com/decouple-and-conquer-understanding-control-and-data-planes-across-technology/



You found a key

API 

github.com/cyfinoid/ghnavigator

SSH Key

github.com/cyfinoid/keychecker



SSH Key username enumeration

• Everyone knows that if you connect to ssh port of github 
via your valid ssh key you get your username



What else

Ref: https://cyfinoid.com/automating-a-known-weakness-introducing-keychecker/



DEMO





Thanks you for listening

• anant@cyfinoid.com

• @anantshri

• https://github.com/cyfinoid/keychecker/

https://github.com/cyfinoid/sbomplay/
https://github.com/cyfinoid/sbomplay/

