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SBOM Play

•SBOM Exploration and intelligence extraction 

platform

• IN-Browser

•Fully client side

https://cyfinoid.github.io/sbomplay/



SBOM is just an inventory

https://cyfinoid.github.io/sbomplay/

2023
• Initial Idea
• Bsides London presentation

2024

• Bsides Bangalore
• c0c0n
• SBOMPlay python

2025
• SBOMPlay created



SBOM Beyond Infosec

• SBOMPlay showcases different ways to use sbom

• Using SBOM in non-infosec scenarios

• Showing is better then talking

https://cyfinoid.github.io/sbomplay/



Input
• Github* 

• A Github organization / user / repository

• Either in shortform user/repo or org/repo or username or org

• full github url https://github.com/cyfinoid/sbomplay

• Upload SBOM
• spdx or cyclonedx json format supported

*Github repos need to have dependency graph enabled

https://cyfinoid.github.io/sbomplay/



Under the hood

https://cyfinoid.github.io/sbomplay/



Privacy Preservation as a core principle

https://cyfinoid.github.io/sbomplay/



SBOM Data extraction

https://cyfinoid.github.io/sbomplay/

• Cascading SBoM resolutions
• 10 levels deep (configurable)
• Live parallel query to the 

registeries



Dashboard

https://cyfinoid.github.io/sbomplay/



Dependency View

https://cyfinoid.github.io/sbomplay/



Vulnerability View

https://cyfinoid.github.io/sbomplay/



Repository View

https://cyfinoid.github.io/sbomplay/



License Compliance

https://cyfinoid.github.io/sbomplay/



License Changes

https://cyfinoid.github.io/sbomplay/



Author Details

https://cyfinoid.github.io/sbomplay/



Geographical Distribution

https://cyfinoid.github.io/sbomplay/



Common Dependencies

https://cyfinoid.github.io/sbomplay/



Version Sprawl

https://cyfinoid.github.io/sbomplay/



SBoM Audit  and Compliance Findings

https://cyfinoid.github.io/sbomplay/



EoX and Dependency Confusion Detection

https://cyfinoid.github.io/sbomplay/





Thanks

• anant@cyfinoid.com

• /in/anantshri

• https://cyfinoid.github.io/sbomplay/

• https://github.com/cyfinoid/sbomplay/

https://cyfinoid.github.io/sbomplay/
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